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IT Security Expert
We are looking for IT Security Expert to join our dynamic team.
Job details

Job type: Full-time, Permanent
Location: Athens, Greece

About the job

As an IT Security Expert, you will assume a pivotal role in orchestrating and coordinating all
activities required to safeguard the security of our Bank's infrastructure and information
systems. This involves identifying and mitigating security risks, ensuring confidentiality,
integrity and availability of our data and information. Reporting directly to the Head of IT
Security, this role demands balance of initiative and collaborative teamwork, demonstrating
commitment to the achievement of both team and organizational goals.

Responsibilities:

e Design, implement, and support Information Security Systems in alignment with the
Bank's Information Security Policy/Framework, addressing institutional and regulatory
requirements, related to information security

e Conduct vulnerability assessments on the Bank's information systems demonstrating a
proactive approach to risk mitigation

e Collaborate with external specialized security service providers to perform thorough
penetration tests on the bank's IT systems

e Provide support to the daily operation of security information systems and promptly
addressing hardware and software issues to maintain optimal functionality

e Administrate Firewalls, Applications Firewalls, Load Balancers, e-mail Security, Antivirus,
EDR, Azure Security etc.

e Collaborate closely with development and operation managers for the design and
implementation of Information Security Policies and Frameworks, ensuring compliance
with the regulatory framework

e Stay abreast of international trends in security technology, analyze developments and
make recommendations for the optimal utilization of modern IT technologies in
information security.

Qualifications:

e Bachelor's degree in Computer Science or related fields

e Master's degree in a relevant field of study will be considered an asset
e 2+ years' of similar demonstrated professional experience

e Very good command of the English language, both written and spoken
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e Familiar with various operating systems and network components, especially those
commonly used in networking environments (Windows, Linux, LDAP, DNS, RADIUS,
NTP, Domain Controllers etc.)

e In-depth knowledge of firewall technologies, network protocols and security
architectures

e Project Management knowledge underpinning the ability to orchestrate security
initiatives

e In-depth knowledge of security and technology risks along with a strong
understanding of the developments in the digital market and artificial intelligence

e Consistency and organizational acumen along with a results-driven mindset, dedicated
to achieving and exceeding established security objectives

e Flexibility and adaptability as well as a keen interest in continuous learning, enabling
effective navigation and a commitment to staying ahead of emerging trends and
technologies in the ever-evolving field of IT security.

About Attica Bank

Attica Bank S.A was established in 1925 and is a dynamic financial services company, with
a network of 37 branches located in the main cities of Greece.

Attica Bank offers the full range of banking products and services, including investment and
bancassurance products, serving all major market segments like individuals, small &
medium enterprises and large companies. We recognize that our people are our strength,
and the diverse talents they bring to our workforce are directly linked to our success. We
are an equal opportunity employer and place a high value on diversity and inclusion.
More information about the Bank is available on our website www.atticabank.gr/

We respect your personal data

Attica Bank, taking into account that the personal data of candidate employees is of great
importance, informs you in accordance with Regulation (EU) 2016/679 and the relevant
provisions of the applicable Greek legislation for the protection of personal data, in its
capacity as controller of the type of personal data it collects, the reason they are collected
and processed and how long they are retained here bit.ly/3uUXmR3.


http://www.atticabank.gr/
https://www.atticabank.gr/images/attica/files/personal_data/AtticaBank_GDPR_GR_apasxoloumenwn.pdf
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